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PeopleSoft Security Basics 

 

Security Design Strategy 
.ŜŦƻǊŜ ǿŜ ƎŜǘ ƛƴǘƻ {ŜŎǳǊƛǘȅΣ ƭŜǘΩǎ ŘƛǎŎǳǎǎ ǘƘŜ CƛƴŀƴŎƛŀƭǎ {ŜŎǳǊƛǘȅ 5ŜǎƛƎƴ tƘƛƭƻǎƻǇƘȅΦ  ¢ƘŜ Model Roles are 

άƎǊŀƴǳƭŀǊέ and they are based upon specific business processes.  The specific access needed to complete 

a job/business process is mapped into corresponding role/roles.   Some business processes require only 

one role to complete.  More complex business processes may require multiple roles to complete.  Our 

granular approach promotes flexibility across institutions and reduces the risk of segregation of duties 

issues.  ITS designs and creates the roles and permission lists, and allows the institutions to administer 

the delivered roles to their individual users through a distributed user profile.  We will cover this a little 

more in the security administration area of this document. 
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General Tab 
Type in the name of your new profile and click the Add button. The User ID should be a unique value 

ŀƴŘ ƛǘ ƛǎ ǎǳƎƎŜǎǘŜŘ ǘƘŀǘ ƛǘ ƴƻǘ ōŜ ǘƛŜŘ ǘƻ ǘƘŜ ǳǎŜǊΩǎ ƴŀƳŜΦ ¢ƘŜ ƴŀƳŜ ǘƘŀǘ ȅƻǳ ǎǇŜŎƛŦȅ Ŏŀƴƴƻǘ Ŏƻƴǘŀƛƴ ŀƴȅ 

white space or any of the following specials characters:  

; : & , < > \ / " [ ] ( ) 

 

 

As you can see, the User Profile General Tab is more specific and requires more data than both the Role 

and Permission list. Start by entering the Symbolic ID. Click the down arrow and select the system 

default (SYSADM1). Users that will only be authenticating through a Directory will not need a Symbolic 

ID for access into the system.  
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Symbolic ID 
!ǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŀ ǳǎŜǊΩǎ ŜƴŎǊȅǇǘŜŘ !ŎŎŜǎǎ L5 ŀƴŘ !ŎŎŜǎǎ tŀǎǎǿƻǊŘΦ ¢ƘŜ ŎƻǊǊŜŎǘ {ȅƳōƻƭƛŎ L5 Ƴǳǎǘ ōŜ 

entered to retrieve the appropriate Access ID and password for sign on. This value determines what 

Access ID and password is used to log the user onto the database after the system validates their User 

ID.  

The Access ID is only required when a user needs to connect directly to the database (in two-tier). The 

Access ID is not required with the portal or if you use an LDAP directory server to manage user IDs. 

With PIA, the application server maintains the connection to the database so the application server 

must submit an Access ID.  

Enter a password and then confirm the password by entering it again in the Confirm Password field. This 

password should conform to existing password constraints set in the system.  

 

When a password is entered, the system will automatically make the password longer and return dots 

(pictured above) after you have entered the password and saved the profile. See Appendix A for more 

information about passwords. 
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Password Controls 

 

The only other possible required fields to complete on the General tab are the Process Profile and 

Primary Level fields in the Permission list portion of the page.  

Note: This is the only instance where a Permission list is attached directly to the User Profile. 

The Process Profile permission list enables what features of Process Monitor operations the User will 

have and can control what processes a user has access to.  In the USG model, we have not separated 

processes out into different permission lists.  They are all contained in one.  Below is the text from 

PeopleBooks.   
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The Primary field will determine what data or row level security settings the User will have.  These 

Permission Lists will be defined in our Security design matrix and assigned to each user accordingly. This 

is what specifies what Business unit data the user can access.  It will default in according to the primary 

permission of the local security administrator.   

.  

ID Tab 

 

The next tab on the User Profile is the ID tab. This tab is used to set the ID type for the user. For end 

users who are employees, this will be set to Employee. After setting the ID type to Employee, the 

Attribute field will be activated.  

You will be required to complete the Attribute Value filed before you can save the Profile. This field 
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Roles Tab 
 

 

The Roles tab is where you attach the functional and system roles you need to complete the profile 

definition. Each Generic Job profile will be defined in the Security Design matrix document and built 

according to this design. Job profiles will be categorized by business processes as defined by the 
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The other way to create user ids is through self-
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transactions.  No security form is required for self registered individuals until they need 

additional roles.  At that point, approvals and documentation are required. 
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Roles 
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Permission Lists 
Permission Lists are the building blocks of your end user security authorizations. A Permission List may 
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Glossary 

Menu: Menus are delivered with the system to group business processes into logical navigation paths.  

Each menu contains components/pages that allow tasks to be performed within this business process.  

This could include reports, processes, inquiry, maintenance and setup actions. 

Component: A logical grouping of pages.  A component associates pages to specific menus in the 

system.  A component or page can be assigned to multiple menus throughout the system.  This allows 

for multiple navigation points to the same component.  To grant access to a particular page, determine 

the component it is in and the menu name the component falls under. This enables you to drill down to 

the appropriate page. If a page is authorized in a component, the component inherits this authorization 

and is also enabled along with the associated menu. 

WEB Services: The web services offered by the PeopleSoft Integration Broker can be secured at the user 

ID level through the use of the web services permissions you specify. This applies to external web service 

requests only, not internal web service requests. 

WEB Libraries: A web library is a derived/work record whose name starts with WEBLIB_. All PeopleSoft 

iScripts are embedded in records of this type. An iScript is a specialized PeopleCode function that 

generates dynamic web content. All WEB libraries will be included in the base user permission list. 
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Managing Query Security 
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it doesn't control run-time page access to table data. In the example below, if you give 
the User access to the AP_Access_Group, they will be able to query all records stored 
in the tree Query_Tree_AP.  The User must have access through Access Group 
permissions for all records needed to create or run a query.   
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Query components will be enabled for the user to match the level of query operations they are authorized 
through the query profile permissions.   

 

Query Trees 

Building Query Access Group Trees 

Trees are a graphical way of presenting hierarchical information. PeopleSoft Query 
uses query access group trees to control the access to the records in your PeopleSoft 
database. You define a hierarchy of PeopleSoft record definitions, based on logical or 
functional groupings, and then give users access to one or more nodes of the tree. 
Users can only retrieve information from those tables whose record definitions are 
included in their query access group security permission list(s). 

You create and update query access group trees using Query Access Manager. 
PeopleSoft has included some sample query access group trees with your applications. 
Which trees you have depends on which PeopleSoft applications you've installed. Each 
tree contains access groups and record definitions categorized by business function 
(module).  

Access groups mark and define a functional group of records or other access groups—
in other words, they are descriptive placeholders used to categorize actual record 
definitions in a logical, hierarchical format. When you define users' security rights to a 
tree, you specify which access groups they are permitted to query. 

This section explains how to create query access group trees. It assumes that you're 
familiar with the concept and terminology of PeopleSoft trees. 

**ITS is responsible for creating the query trees. 

Query Access Group Tree Considerations 
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Every record definition that you want users to be able to query must be in a query tree. 
However, they don't all have to be in the same query tree. One strategy is to use the 
sample query trees to provide access to the standard PeopleSoft record definitions, but 
create separate query trees for record definitions that you add in the course of 
customizing the system. This way, you take advantage of the sample trees but avoid 
overwriting your changes during future upgrades. 

How you organize the contents of your query tree depends on the needs of your 
organization and your users. For example, you might want to create small trees that are 
not intimidating to non-technical or casual users. The sample query trees provided in 
your PeopleSoft application are divided by business functions, but to simplify the trees, 
you may want to create separate trees that contain subcategories of each function. For 
example, you could create separate trees for U.S., Canadian, and international record 
components in order to grant users in each region security access to only those record 
components they should use. 

Note. You should consider adding record definitions to your query trees in a hierarchy that matches the 
parent/child relationship of records in your database. Though you don't have to organize records this 
way—Application Designer actually controls the parent/child hierarchy in your database—you'll probably 
find it helpful to keep your query trees consistent with your database structure. 

Working with Query Trees 

The following sections cover topics related to opening, viewing, and modifying Query 
trees. 

Understanding Query Access Group Trees 

If you have worked with Tree Manager and/or trees before, you should take a moment 
to review the following information describing the differences between typical trees and 
the Query access group trees. 

Nodes 

 Query access group trees contain two types of Nodes: groups and records.  

 Groups are a logical representation of a set of child groups or records. It is 
similar to folder in Windows. 

 Records represent a PeopleSoft record definition.  

Structure 

 Always use the ACCESS_GROUP Tree Structure.  

 Do not use SetID or Business Unit. 

 Do not have Details. 

 Do not use Levels. 

 No Branches. 
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PeopleTools, Security, Query Security, Query Access Manager 

 

Tree Name Shows the name of the current tree. 

Effective Date Shows the current effective date. 

Status Shows either Active or Inactive. 

Save, Save As,  These are the two save options. Each option appears only if it relates to 
your current activity. Save enables you to save your changes to the 
database. Save As enables you to clone tree definitions at save time. 

Tree Definition Shows the Tree Definition and Properties page that you modified when 
you created the definition. 

Display Options Shows the Configure User Options page where you can adjust the 
presentation of the trees. For example, you can choose whether the 
Node ID appears and how many lines of the definition appear at a time. 
Most of these don't apply for Query Access Trees so they're disabled. 

Print Format Shows what your tree definition will look like when you print it. Essentially, this is 
a print preview. 

Close Closes the definition and returns you to the search page. 

Bread Crumbs Once you have drilled down into a definition, a bread crumb display appears just 
above the Collapse/Expand All controls. This 
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Row Level Security 

Row-Level Security and Query Security Record Definitions 

By default, when you give Query users access to a record definition, they have access 
to all the rows of data in the table built using the associated record definition. In some 
cases, though, you want to restrict users from seeing some of those data rows. For 
example, you might not want your human resources staff to have access to 
compensation data for vice presidents or above. In other words, you want to enforce 
row-level security, which is offered by many PeopleSoft applications. 

Row-Level Security 

With row-level security, users can have access to a table without having access to all 
rows on that table. This type of security is typically applied to tables that hold sensitive 
data. For example, you might want users to be able to review personal data for 
employees in their own department, but not for people in other departments. You would 
give everyone access to the PERSONAL_DATA table, but would enforce row-level 
security so that they could only see rows where the DEPTID matches their own. 

PeopleSoft applications implement row-level security by using a SQL view that joins the 
data table with an authorization table. When a user searches for data in the data table, 
the system performs a related record join between the view and the base table rather 
than searching the table directly. The view adds a security check to the search, based 
on the criteria you've set up for row-
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Query Security Record Definitions 

You implement row-level security by having Query search for data using a query 
security record definition. The query security record definition adds a security check to 
the search. 

Query security record definitions serve the same purpose as search record definitions 
do for pages. Just as a page's search record definition determines what data the user 
can display in the page, the query security record definition determines what data the 
user can display with Query. 

To get Query to retrieve data by joining a security record definition to the base table, 
you specify the appropriate Query Security Record when you create the base table's 
record definition. 

To apply row level security: 
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Each PeopleSoft product line comes with a set of views for implementing its 
standard row-level security options. See the product documentation for details. 

Note. The Parent Record list box is also relevant to Query. It identifies a record definition that is 
the current definition's parent, meaning that it holds related data and that its keys are a subset of 
the current record definition's keys. If you designate a parent record, Query automatically knows 
what fields to use when you join these two tables for a query. 

In most cases, the Query Security Record definition you'll want to select is the 
same one you use as the search record definition for the page that manages this 
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Using Query Viewer 

Query Viewer is a read-only version of Query Manager. It allows security administrators 
an easy way to limit some users to read-only access for all queries. The Security 
Administrator can easily provide read-only access to users who should only view or print 
queries. 

Query Viewer enables you to: 

 Search for a query: 

To preview a query, click the name of the required query. 

 Preview a query (which displays results in current browser window): 

From the Preview page, view results of your query, rerun the query, and download the results to 
Excel.  

 Run a query (which displays results in a new browser window): 

Once you run your query, you can download the results to an Excel spreadsheet or a CSV Text 
file.  

 Print a query: 

 To print query results, you must first run the query and display the results in your 
browser.  

Click the Print button from your browser, or select File, Print from you browser menu. The 
query prints on your default printer. 

 If you choose to download the query in Excel or another tool, you can print the query 
using their print functions. 

 Schedule a query: 

 From the Search results page, click the Schedule link associated with the required query. 

 Query Viewer interacts with PeopleSoft Process Scheduler to give users the ability to 
schedule queries.  

You can submit requests to schedule a query, check the status of your request using 
Process Monitor, and view your output using Report Manager.  
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Query Administration 

This section provides an overview of Query Administration and discusses how to use Query 
Administration. 

Understanding Query Administration 

System administrators can use Query Administration to monitor query performance and usage. Some of 
the conditions that you can monitor include average runtime, number of times run, and the dates last run. 
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 Logging status. 

 
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5. For the appropriate query, click the View Log link to view the log for that query. 

A message appears if no logs are available. 

6. For the appropriate query, click the View SQL link to view the SQL for that query. 

7. Select the check box for each query on which you want to perform an action.  

You can also click Check All to select all queries, or click Uncheck All to clear all queries. 

8. Perform an action by clicking one of the following buttons: 

 Kill Selected Processes: Forces the selected query to stop running. 

 Logging On: Enables logging for the selected query. 

When you enable logging, detailed statistics are logged on the query after every time it 
has run to completion. The statistics are stored in a separate Query Log table.  

 Logging Off: Disables logging for the selected query. 

 Enable: Enables the selected query to be run, previewed, or scheduled. 

 Disable: Disables the selected query from being run, previewed, or scheduled. 

9. For the appropriate query, select the Logging check box to enable logging for that query. 

Note. Your changes are saved automatically. No Save button is available. 
 
The kill (cancel) query/timeout mechanism represents each query that is run from Query Manager or 
Query Viewer as a row in the table PSQRYTRANS. Query Monitor, which implements the kill 
query/timeout functionality, has a mechanism that looks for orphan rows in PSQRYTRANS. Orphan rows 
are rows in PSQRYTRANS that do not have a query actively running. Orphan rows can be created 
because the server crashed while running a query, or other reasons.  
 
Query Monitor looks for orphan rows only for the application server domain that it is running in. For this 
reason, orphan rows could be in PSQRYTRANS when no active domain exists. These rows are not seen 
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Settings page 

Enable 
Query 
Timeout 

Select or clear this check box to enable or disable the query timeout feature on a system-
wide basis. The timeout values are stored in each permission list.  

Note. The query timeout feature applies to queries that are run in Query Manager and 

Query Viewer. This feature does not apply to scheduled queries.  

Run Query 
Statistics 

Select or clear this check box to enable or disable the query statistics feature on a system-
wide basis. 

Note. By default, the query statistics feature is disabled. 
 
PeopleSoft recommends that you use the query statistics feature only for analysis, and that 
you not leave it enabled on an ongoing basis. Enabling this feature may compromise the 
performance and the system may have an increased possibility of query timeouts or may 
return query results with zero values. This recommendation also applies to users of queries 
in reports.  

 Query Types 

User 
query 

User queries retrieve data from the database directly from Windows-
based Query Designer or the web-based Query Manager/Query Viewer 
applications.  

Note. Because of the range of possible circumstances in which you 
might run an ad hoc query, there are no special considerations or 
requirements that apply to all of them.  

Reporting 
query  

Reporting queries are essentially the same as user queries, except that 
they are designed to be used by another reporting tool. Reporting 
queries can be used as data sources for ad hoc queries, scheduled 
queries, Crystal Reports, PS/nVision, Cube Manager, or XML Publisher. 

When you define a custom report, you often include runtime variables 
that users specify when they run the report. For example, you might want 
users to be able to say which business unit, location, or time period to 
report on. Therefore, your reporting query may include one or more 
runtime prompt variables.  
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If your query requires input parameters, you must decide how users 
should enter them. If they run the report from any of the PeopleSoft 
Query applications, they can enter values into the page that appears in 
Query Manager, Query Viewer, or Scheduled Query.  

When reporting queries are used as a data source to another third party 
reporting product, you may need to: 

 Create or modify a page to collect the necessary input 
parameters.  

 Create or modify a record definition, based on the input 
parameters. 

 Add a process definition to PeopleSoft Process Scheduler. 

  

Process 
query 

Process queries are queries that you intend to run periodically using a 
batch process. Create these automated batch processes using 
PeopleSoft Application Engine and the Query API. For example, you 
could write a query that returns any overdue receivables and schedule a 
batch process to run the query once a week.  

Note. Process and role queries override the automatic row-level query 
security logic that is applied to all other types of queries. For this reason, 
you should restrict access to creating these types of queries to 
administrative roles and not include any sensitive data columns in the 
select list for these types of queries. You can restrict access to 
creating/modifying these queries based on Query Profile settings 
assigned to a Permission List. Also note that Workflow queries also 
override the row-level security logic.  

Role 
query 

PeopleSoft Workflow uses role queries to determine to whom to send an 
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you should restrict access to creating these types of queries to 
administrative roles and not include any sensitive data columns in the 
select list for these types of queries. You can restrict access to 
creating/modifying these queries based on Query Profile settings that are 
assigned to a Permission List. Note that Workflow queries also override 
the row-level security logic. 
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Managing User Preferences 

User Preferences 
Each functionality in PeopleSoft Financials System relies on every user having access (and not having 

access) to carry out certain actions in order for the system to function correctly and avoid costly errors. 

Business Unit security administrators and designates are responsible for setting up user preferences 

 
Navigation: Setup Financials/Supply Chain > Common Definitions > User Preferences > Define User Preferences 

 
 Enter the User ID  

 Click the Search Button. 
 

General Preferences 
 Overall Preference 
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 The User ID and Name fields default. 

 Enter the default Business Unit  

 Enter the default SetID field.  

 As of Date Displays the default as of date for the Combo Edit process. 

 Enter άUSA” in the Localization Country field. 

 Do not Select Alternate Character Enabled to activate alternate description buttons or links, which 
appear to the right of fields on many of the application pages. Click a button or link to enter or display 
alternate characters on the auxiliary page that appears.  

 Display Debit/Credit Amounts in Subsystem displays debit and credit amounts of the default business 
unit on journal entry and inquiry pages. A subsystem is any PeopleSoft application, such as Payables or 
Receivables that contributes entries to PeopleSoft General Ledger. Leave unchecked. 

 Select the Save button. 
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 Select Change Journals from Journal Generator to allow a user to update the ChartField and amounts on 
the Journal Entry page for a journal that was created by the Journal Generator process. 

o Warning! If Change Journal from Journal Generator is selected, and the ChartField values are 
changed and reedit the journal, inconsistencies between the subsystem data and the general 
ledger data can be created.  

 Enter Adjustment Type Journal ς Select to allow a user to enter a book code adjustment type journal.  

 Save Journal Incomplete Status ς When you select this option for a specific user and the user adds a new 
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 Enter the default Origin. 

 Enter the Department (optional). 

 Enter the Ship to Location (optional). 

 Requester ς This is Required if the user is a requester. 

 Enter the Buyer ŀǳǘƘƻǊƛȊŜŘ ǘƻ ŜƴǘŜǊ tǳǊŎƘŀǎŜ hǊŘŜǊǎ όthΩǎύ όƻǇǘƛƻƴŀƭύΦ 

 Click the Save button. 

 Select the Payables Online Vouchering link. 

Payables Online Vouchering  
 

 
 The User ID and Name default. 

 Default Values 
o Select a voucher Origin.  

 Operator Voucher Authorities 
o Pay Unmatched Vouchers –.  This gives users the authority to pay vouchers that have not been 

matched up to the maximum amount that is specified in the Pay Unmatch Amt Field.  Authorized 
users must select the Pay UnMatched Voucher Checkbox on the Voucher Attributes page in the 
Voucher component for the system to select the voucher during the Pay Cycle Process.   
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o Override Withhold Calculation. ς Select to enable the user to override the timing of the 
withholding calculation on the withholding page of the voucher component.  Withholding 
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 Run Close Short- Select to call the close short process automatically during the receiver interface push 
processing.  

 Subcontract Streamline -  Select this check box if you want the subcontract streamline check box to 
appear selected by default for a subcontracted purchase order receipt for this user.  The user will be able 
to override this field setting for a subcontracted purchase order receipt.  The system determines whether 
to perform subcontract streamlining (purchase order receipt and production completion for the 
production ID in a single step) from the receipt.  Streamlining processing for subcontract RTVs enables you 
to process RTVs if the completions have been performed on the associated receipt.  The system includes 
negative production completion and production scrap for operations being returned against the 
subcontract.  If this box is deselected, the subcontract streamline check box ill appear deselected for a 
subcontracted purchase order receipt for this user.  This user will not be able to change this field setting 
for the subcontracted purchase order receipt.  That is, this assumes subcontract streamlining is not 
enabled for this user.  

 Blind Receiving Only ς Select to prevent the receiver from seeing the order quantity or the remaining 
quantity from the purchase order.  The receiver needs to count the items before entering the quantity 
received.  When you select this box, the No Order Qty, Ordered Qty, and the PO Remaining Qty check 
boxes are deselected.   

 No Order Qty ς Select to prevent the receiver from seeing the purchase order quantity.  The receiver 
must specify the actual quantity that is received by doing a live count of the items.  







 

55 
 

Purchase Order Authorizations 

 
 The User and Name default. 

 Select Can Work Approved POs to change a purchase order that has already been approved or 
dispatched.  

 Can Dispatch Un-Approved POs - Select to enable a user to dispatch purchase orders with a status of 
pending approval. 

 Select Full Authority for All Buyers to add, update, cancel and close purchase orders for all buyers 

 Select Override Non-Qualified POs for Close to close unqualified purchase orders. 

 9ƴǘŜǊ άView Only” for the Rebate ID Security Control.   

 Select Approval if the user is Purchase Order Approver. 
Buyers User Authorization – Optional  

 Enter Buyers User Authorized For the buyers for whom this user can enter purchase orders. 
o Select “Add”, “Update”, “Cancel”, “Close” and “Reopen”. (only if the full authority is not 

selected). 
 

 Click OK 

 Select the Vendor Processing Authority link. 
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Supplier Processing Authority 

 
 The User and Name default. 

 Authority to Enter-  Select to allow user to enter a new supplier. 

 Authority to Approve ς Select to allow user to approve a supplier. 

 Authority to Inactivate ς Select to allow user to inactivate a supplier.  

 Supplier Audit The Supplier Audit check box is selected by default. You can set up audit at Set ID level or 
supplier level if the check box is selected. If the check box is not selected, then users cannot set up audit 
but can inquire the supplier audit and run the audit log report. 
Use the supplier audit configuration template to select the desired fields to audit and to set the Reason 

flag which requires Reason Code and comments to be captured. 

Supplier Audit Template has H-Grid (Hierarchical Grid) for Supplier Address, Phone Information, and 
Supplier Contact Phone fields where it allows the user to enable and disable the audit and reason flag for 
the main field. When saved, it will enable the audit and reason flag for dependent fields attached to main 
field. One default Template ID is allowed per Set ID. 

 Click OK. 

 Click the Doc Tolerance Authorizations link. 

Doc Tolerance Authorizations 
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 Override Purchase Order to Requisition Exceptions ς Enables you to override document tolerance 
exceptions that are generated when an encumbrance exceeds the pre-encumbrance during document 
tolerance checking.   

 Override Voucher to Purchase Order Exceptions - Enables you to override document tolerance 
exceptions that are generated when an expenditure exceeds the encumbrance during document 
tolerance checking.   

 Select OK 

 Click the Requisition Authorizations link. 

 
 

Requisition Authorizations 

 

 

 Can Work Approved Req’s - Select to enable a user to change a requisition that has already been 
approved. 

 Full Auth for All Requesters - Select to give the user authority to add, update, cancel, delete, and close 
requisitions for all requesters.  

 Override Preferred Supplier - Select to enable a user to change the default supplier on a requisition line. 
If this authority is not selected, the user is unable to manually suggest a supplier. 

 Override RFQ Required Flag - Select to enable a user to override the RFQ Required Rule option that was 
previously specified for a requisition in the requisition component. 

 View/Override VAT Details - S
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 Select OK 

 Click Save.  
 

Activity 3:    

Login to FPLAY with your user id and password from fprod (not the one you created). 

Navigate to Setup Financials Supply Chain, Common Definitions, User Preferences, Define User 

Preferences.   

Pull up the user id you created in Activity 2.   

Add Overall Preferences, and give them Requisition Authorization user preferences.   

Give them full authority for all requesters, and save. 
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Managing Module Specific Security 

PeopleSoft Financials modules may have module specific type security or considerations that need to be 

administered.  Since USG has 28 different Business Units, it has to deliver security in a flexible manner.  

ITS has delivered Job Aids by Job Functions that each institution can use as a guide to create their own 

version of the job aids.  See Appendix A for sample job aids.  They are also the Georgia First Website for 

download.  The benefit of creating institution specific job aids, is that security administrators can use 

these to setup user accounts for a specific function without having to guess what roles may be needed 

each time.  Each institution may have different job duties in each area so it is up to the institution to 

define their requirements.  Another important consideration within modules and cross modular is 

segregation of duties.  Keep this in mind while creating your job aids.   

Accounts Payable 
The Accounts Payable module contains voucher security, paycycle security, 1099 security, new workflow 

security and setup and budget and budget date override security considerations.   Keep in mind that a 

user should not be able to enter a voucher, approve it, run a paycycle and approve it also.  This would be 

a segregation of duties issue.  If you recall in the user preferences section on AP, there is a checkbox that 

ǎŀȅǎ άŀƭƭƻǿ ǳǎŜǊ ǘƻ ŜƴǘŜǊ ǾƻǳŎƘŜǊǎ ƛƴ ƎǊƻǳǇǎ ƻƴƭȅέΦ  LŦ ǘƘƛǎ ƛǎ ǎŜƭŜŎǘŜŘΣ ǘƘŜƴ ƻƴŜ ƻŦ ȅƻǳǊ ǳǎŜǊǎ ǿƛƭƭ ƘŀǾŜ to 

have the BOR_AP_CNTRL_GRPS_MAINT role to setup and approve Control Groups.   

In 9.2 Voucher workflow was new for ITS.  BOR_VOUCHER_BUD_REF_APPR role - This is approval role 

for vouchers with Budget Reference differences.  BOR_VOUCHER_ASSET_APPR role - This is approval 

role for vouchers with Asset Issues.  BOR_AP_ADMINXX (first two digits of institution id) -This role is for 

escalations or routing issues.  Keep in mind that these three roles above are used only to route 

transactions to users.  They do not contain page access.  An approver will also have to have the 

BOR_AP_APPROVE_VCHR role to approve a voucher at any of the above levels.  This role gives them the 

page access needed to get to the voucher to approve it.   See Workflow Stage Docs in Appendix B. 

If your institution makes ACH payments and would like all the from email addresses to be a generic 

email address such as accountspayable@XXX.edu, then there is a new user preference and setup page 

that must be configured.    The person who normally runs the paycycle, can enter the generic email 

address on their user preferences on the screen below.  Must only be setup for one user: 

mailto:accountspayable@XXX.edu
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Control, Define Budget Security, Assign rule to a User.  See Commitment Control Section below.  And, 

ŘƻƴΩǘ Ŧƻrget to run the request build process after assigning the rules to the user, or the change will not 

take effect.  (IF you forget to run the request build process, the BORBATCH process that runs every night 

will run it for you.) 

Activity 4:    

Login to FPLAY with your user id and password from fprod (not the one you created). 

Navigate to PeopleTools, Security, User profiles, Distributed User profiles.  Create a Payables user id, 

with the following roles:  BOR PeopleSoft User, BOR_FN_ADMIN_REPORTING, ReportSuperUser, 

BOR_WORKCENTER_USER, BOR_AP_DASHBOARD, BOR_AP_WORKCENTER, and 

BOR_AP_VOUCHER_ENTRY. Then navigate t user preferences for this user and fill in Overall 

Preferences, and payables preferences.  Choose ONL as Origin.  

Write down User name and password. 

Expenses 
The Expenses Module allows employees to enter expense reports, travel authorizations and cash 

advances for travel related purposes.  Basic self-service access can be granted by self-registering for a 

user account.  The Base role of BOR PeopleSoft User contains expenses access in self-service for Expense 

reports and travel authorizations.  If you institution uses Cash advances, those are administered via a 

separate role.  If your institution chooses not to use travel authorizations, the base role would be BOR 

PeopleSoft User ς ƴƻ ǘŀǳǘƘΦ  LŦ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴ ŘƻŜǎƴΩǘ ǳǎŜ ŜȄǇŜƴǎŜǎ ŀǘ ŀƭƭΣ  ǘƘŜ ōŀǎŜ ǊƻƭŜ ǿƻǳƭŘ ōŜ .hw 

PeopleSoft User ς no exp.  So travelers, would be able to login to the self service portal from anywhere 

and complete their expense reports.   

Expenses should have an overall administrator since there a lot of setup pieces to expenses.  The 

BOR_EX_ADMINISTRATION role should be granted to this individual.  This individual would maintain 

default chartfields and bank accounts for travelers, update delegates, update designates, potentially 

maintain approver assignments for workflow.   

9ȄǇŜƴǎŜǎ ǳǎŜǎ ǿƻǊƪŦƭƻǿ ŀǎ ǿŜƭƭΣ ŀƭǘƘƻǳƎƘ ƛǘ ƛǎ ǎŜǘǳǇ ŘƛŦŦŜǊŜƴǘƭȅ ŦǊƻƳ Ƴƻǎǘ ƳƻŘǳƭŜǎ ŀƴŘ ƛǎƴΩǘ ŀǎ ŦƭŜȄƛōƭŜΦ  

Lǘ ŘƻŜǎƴΩǘ ǊƻǳǘŜ Ǿƛŀ ŀ ǊƻƭŜΣ ŀǎ ǘƘŜ ƻǘƘŜǊ ƳƻŘǳƭŜǎ ŘƻΣ ƛǘ routes to the individual that is defined on the 

approver assignments pages.  The approvers in Expenses need the BOR_EX_APPROVAL role.  This role is 

the only role in the system where we use the Dynamic role assignment.  In other words, do not manually 

assi
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It is important to note that with Expenses and some of the other modules, a lot of employee 

notifications are sent out.  These notifications go to the email address listed on the user id of the 

employee.  Also the Email checkbox on the user profile, workflow tab must be selected for the individual 

to receive notifications.   

[ƛƪŜ !ŎŎƻǳƴǘǎ tŀȅŀōƭŜΣ ŘƻƴΩǘ ŦƻǊƎŜǘ ǘƻ ŎƘŜŎƪ ǳǎŜǊΩǎ ŎƻƳƳƛǘƳŜƴǘ ŎƻƴǘǊƻƭ ǊǳƭŜǎ ŦƻǊ 9·Φ  LŦ ȅƻǳǊ ǳǎŜǊ ƴŜŜŘǎ 

to override a Budget Date or a Budget Exception error on a Expenses Transaction, they will need 

OVRD_EX and/or BUDG_DT_EX commitment control rules.  It is located under Commitment Control, 

5ŜŦƛƴŜ .ǳŘƎŜǘ {ŜŎǳǊƛǘȅΣ !ǎǎƛƎƴ ǊǳƭŜ ǘƻ ŀ ¦ǎŜǊΦ  {ŜŜ /ƻƳƳƛǘƳŜƴǘ /ƻƴǘǊƻƭ {ŜŎǘƛƻƴ ōŜƭƻǿΦ  !ƴŘΣ ŘƻƴΩǘ 

forget to run the request build process after assigning the rules to the user, or the change will not take 

effect.  (IF you forget to run the request build process, the BORBATCH process that runs every night will 

run it for you.) 

Activity 5:    

Login to F92PLAY-
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 AP Personnel: The AP office processes the resulting invoice from the vendor.  

 ePro Administrator: This user monitors the approval workflow, to make sure requisitions are 

worked in a timely fashion 

 Local Security Administrator: This user is responsible for setting up others users in their 

appropriate roles. 

As the Local Security Administrator, you are primarily responsible for setting up users with the proper 

roles and access. In addition, you will need to work with the ePro Administrator occasionally to perform 

maintenance on these users, such as updating email addresses. Since Workflow is such a critical piece of 

eProcurement, the user setup is very important.  

[ŜǘΩǎ ǎǘŀǊǘ ǿƛǘƘ wŜǉǳŜǎǘŜǊǎΦ   

Requesters are those individuals who will be creating ePro Requisitions either from Special Request 

items or from shopping carts in the GeorgiaFIRST Marketplace.  

Requester Security Roles 
The Requester position (as well as many additional roles for ePro) requires ǘƘŜ ǇǊƻǇŜǊ ΨƳŀƛƴǘŀƛƴΩ ǊƻƭŜ ǘƻ 

maintain requisitions. The role that you choose is dependent on whether or not your institution is 

implementing SciQuest, or the GeorgiaFIRST Marketplace. The BOR_EP_MAINT_REQ and 

BOR_EP_MAINT_REQ_SCI roles are the same, except the BOR_EP_MAINT_REQ_SCI role has access to 

ǘƘŜ ά²Ŝōέ ǘŀō ŦƻǊ ŀŎŎŜǎǎ ǘƻ ǘƘŜ DŜƻǊƎƛŀFIRST Marketplace. The BOR_EP_MAINT_REQ role will not have 

access to the Web tab to enter and maintain Marketplace requisitions.  

Role Name Purpose 

BOR PeopleSoft User Basic PeopleSoft User access 

BOR_CAT_Requester* Enables the Requester to create requisitions from GeorgiaFIRST 
Marketplace shopping carts, as well as create their own 
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** If you want to cutoff your requesters access to create requisitions at year end, give them the roles 

with the _YE_CUTOFF at the end, instead of the regular roles.  Then on a date in June, determined by 

USO, access to create requisitions is removed from those roles.  This access is re-established in early July.   

 

Requester Setup 
After setting up the security roles for a Requester, you also must set up the individual as a Requester. If 

you have a user that is Just a Shopper, they will still need the Requester Setup page completed so that 

the person they assign their carts to, can choose them as the requester once it is turned into a 

requisition.  

 

How To: Set Up a Requester 

1. In the menu, select Set Up Financials/Supply Chain. 

2. Select Product Related. 

3. Select Procurement Options. 

4. Select Purchasing.  

5. Select Requester Setup. 

6. Select the Add a New Value tab. 

7. 9ƴǘŜǊ ǘƘŜ ǊŜǉǳŜǎǘŜǊΩǎ User ID in the Requester field. 

8. Click the Add button. 

9. Ensure the status is set to Active. 

10. In the ShipTo SetID field, enter your institut
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15. In the Origin field, select ONL. 

16. In the Currency field, enter/select USD. 

17. Enter a phone and fax number if desired. 

18. Select the Pending option in the Requisition Status box. 

19. In the GL Unit ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ōusiness unit. 

20. In the Fund ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ǘƘƛǎ wŜǉǳŜǎǘŜǊΩǎ 5ŜŦŀǳƭǘ CǳƴŘ /ƻŘŜΦ 

21. In the Dept ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ǘƘƛǎ wŜǉǳŜǎǘŜǊΩǎ ŘŜŦŀǳƭǘ 5ŜǇŀǊǘƳŜƴǘΦ 

22. In the Program ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ǘƘƛǎ wŜǉǳŜǎǘŜǊΩǎ ŘŜŦŀǳƭǘ tǊƻƎǊŀƳ /ƻŘŜΦ 

23. In the Class ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ǘƘƛǎ wŜǉǳŜǎǘŜǊΩǎ ŘŜŦŀǳƭǘ /ƭŀǎǎ CƛŜƭŘΦ 

24. In the Project ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ǘƘƛǎ wŜǉǳŜǎǘŜǊΩǎ ŘŜŦŀǳƭǘ tǊƻƧŜŎǘ L5 όƛŦ ŀƴȅύΦ 

25. In the Bud Ref, enter/select the current budget year. 

26. Leave the Account field blank. 

27. In the Catalog Information section, select the Default checkbox. 

28. In the SetID 
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Approval Stages 

Overall, there are five approval stages that can be used for eProcurement requisitions. They include: 

 Stage 1: Department and Project Approval 

 Stage 2: Fund Approval 

 Stage 3: Amount Approval (for requisitions built from the GeorgiaFIRST Marketplace) 

 Stage 4: Item-Type Based Approvals 

 Stage 5: Buyer Approval (for requisitions not built from the GeorgiaFIRST Marketplace) 

Here is a summary of each stage: 

Also Keep in mind that each stage/path have different security workflow roles that control the routing of 

the transaction.  Each approver will still also need the BOR_EP_REQ_APPROVE role in addition to the 
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 Stage 4, Path 3: Chemical Approver 

This path is also an optional one, and is for any requisition line with an NIGP code associated 

with chemicals. If the NIGP code for the requisition line is associated with a chemical purchase, 

the line will route to the Chemical Approver.  

 

A Chemical AppǊƻǾŜǊ Ƴǳǎǘ ƘŀǾŜ ǘƘŜ ǊƻƭŜ ά.hwψ/I9aL/![ψ!ttwέΦ LŦ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴ ŎƘƻƻǎŜǎ ǘƻ 

use the Chemical Approver path, there can be multiple Chemical Approvers. The institution will 

determine whether all chemical approvers must approve the requisition, or of only one from the 

group of approvers must approve it. In addition, institutions may identify additional NIGP codes 

for chemical approval, and they may add monetary amount criteria.  

 

 Stage 4, Path 4: Facilities Planning and Design Approver 

This optional path is for any requisition line with an NIGP code associated with the facilities 

planning and design.  

 

! CŀŎƛƭƛǘƛŜǎ tƭŀƴƴƛƴƎ ŀƴŘ 5ŜǎƛƎƴ !ǇǇǊƻǾŜǊ Ƴǳǎǘ ƘŀǾŜ ǘƘŜ ǊƻƭŜ ά.hwψC!/L[L¢L9{ψ!ttwέΦ LŦ ȅƻǳǊ 

institution chooses to use the Facilities Planning and Design Approver path, there can be 

multiple approvers in this path. The institution will determine whether all Facilities Planning and 

Design approvers must approve the requisition, or if only one from the group of approvers must 

approve it. In addition, institutions may identify additional NIGP codes for facilities planning and 

design approval, and they may add monetary amount criteria. 

 

 Stage 4, Path 5: IT Approver 

This approval path is for any IT hardware or software approvals, and is also optional. For any 

requisition line that is for a computer hardware or software purchase or service (based on NIGP 

Code), the system routes the line to the IT Approver. 

 

!ƴ L¢ !ǇǇǊƻǾŜǊ Ƴǳǎǘ ƘŀǾŜ ǘƘŜ ǊƻƭŜ ά.hwψL¢ψ!ttwέΦ LŦ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴ ŎƘƻƻǎŜǎ ǘƻ ǳǎŜ ǘƘŜ L¢ 

Approver path, there can be multiple approvers in this path. The institution will determine 

whether all IT Approvers must approve the requisition, or if only one from the group of 

approvers must approve it. In addition, institutions may identify additional NIGP codes for IT 

approval, and they may add monetary amount criteria. 

 

 Stage 4, Path 6: University Relations Approver 

The sixth approval path in stage 4 is also optional and is for the University Relations Approver. 

For any requisition line that relates to media contact, logo use or copyright items (based on 

NIGP code), the system routes it to the University Relations Approver.  

 

¢ƘŜ ¦ƴƛǾŜǊǎƛǘȅ wŜƭŀǘƛƻƴǎ !ǇǇǊƻǾŜǊ Ƴǳǎǘ ƘŀǾŜ ǘƘŜ ǊƻƭŜ ά.hwψ¦bL±w9[ψ!ttwέΦ LŦ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴ 

chooses to use the University Relations Approver path, there can be multiple approvers in this 

path. The institution will determine whether all University Relations Approvers must approve 
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the requisition, or if only one from the group of approvers must approve it. In addition, 

institutions may identify additional NIGP codes for University Relations approval, and they may 

add monetary amount criteria.  

 

 Stage 4, Path 7: Default NIGP Code – 00000 

The seventh approval path in stage 4 will route to a Buyer Approver in the event that a 

GeorgiaFIRST Marketplace Requisition line does not have an NIGP code. If the line item does not 

ƘŀǾŜ ŀƴ bLDt ŎƻŘŜΣ ƛǘ ǿƛƭƭ ŘŜŦŀǳƭǘ ǘƻ ǘƘŜ άлллллέ bLDt ŎƻŘŜΦ ¢Ƙƛǎ ǊŜǉǳƛǎƛǘƛƻƴ ƭƛƴŜ ǿƛƭƭ 

automatically route to a Buyer Approver for correction.  

 

 
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Institutions may choose to have multiple Buyer Approvers. In addition, the Institution can choose 

whether all Buyer Approvers must approve the requisition or if only one needs to act on it. Finally, the 

institution may choose to inactivate this stage or include it for all requisitions.   This user will need the 

BOR_BUYER_APPR role. 

Approval Time Limits 

Within the system, there are built-in time limits that an approver has to act on the requisition. This 

ensures that ePro requisitions do not sit around waiting for an approver for an indefinite amount of 

time.  

When a requisition is submitted for approval, the system sends it to the first aǇǇǊƻǾŜǊΩǎ ²ƻǊƪƭƛǎǘΣ ǿƛǘƘƛƴ 

PeopleSoft Financials. The Worklist is a queue which holds items waiting for approval. Once an approver 

works a transaction, it is removed from their Worklist.  

hƴŎŜ ǘƘŜ ǊŜǉǳƛǎƛǘƛƻƴ Ƙƛǘǎ ŀƴ !ǇǇǊƻǾŜǊΩǎ ²ƻǊƪƭƛǎǘΣ ǘƘŀǘ ŀǇǇǊƻǾŜǊ Ƙŀǎ a predetermined amount of days to 

either approve or deny it, before they get a reminder notification from the system. If the requisition sits 

ƛƴ ŀƴ !ǇǇǊƻǾŜǊΩǎ ²ƻǊƪƭƛǎǘ Ǉŀǎǘ ǘƘƻǎŜ days without being approved or denied, the system removes the 

requisition froƳ ǘƘŀǘ !ǇǇǊƻǾŜǊΩǎ ²ƻǊƪƭƛǎǘΣ ǊƻǳǘŜǎ ƛǘ ǘƻ ǘƘŜ ŜtǊƻ !ŘƳƛƴƛǎǘǊŀǘƻǊΣ ŀƴŘ ǘƘŜ ŜtǊƻ 

Administrator reassigns the transaction to another approver. After the Approver has approved the 

ǊŜǉǳƛǎƛǘƛƻƴΣ ǘƘŜ ǎȅǎǘŜƳ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƳƻǾŜǎ ƛǘ ƻƴǘƻ ǘƘŜ ƴŜȄǘ !ǇǇǊƻǾŜǊΩǎ ²ƻǊƪƭƛǎǘΦ If an Approver denies 

a requisition, the system returns it to the Requester. Denied requisition lines can be edited and 

resubmitted for approval. 

If an approver will be out of the office for an extended period of time and will be unable to work the 

requisitions in their Worklist, they have the ability to assign an alternate to serve in their place. This way, 

their Worklist does not build up while they are out of the office, and requisition approval is not delayed. 

Each institution is able to customize the number of days as to when the system will send reminder 

emails and escalates a requisition.  

ePro Administrators must also be set up in the system with the correct security roles. This enables the 

ePro Admin to set up eProcurement components, including:  

 Approver Setup 

 Requester Setup 

 Reassigning Worklist Items 

 Assignment of Alternate Users 

The ePro Admin is also responsible for working with the Security Administrator to understand the 

necessary user security needs relative to security roles, role actions, and routing controls. 

ePro Admin Security Roles 

Role Name Purpose 

BOR PeopleSoft User Basic PeopleSoft User access 
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without restarting Workflow on requisitions that are not fully 
approved. If the Requisition has been approved and the 
approver makes a change, the requisition will re-route back 
through Workflow.  

BOR_EP_RA_CHANGEDISTRIB Allows the Approver to update the distribution of the requisition 
without restarting Workflow on requisitions that are not fully 
approved. If the Requisition has been approved, and the 
approver makes a change, the requisition will re-route back 
through Workflow. 

BOR_EP_RA_CHANGEHDR Allows the Approver to update the header of the requisition 
without restarting Workflow on requisitions that are no fully 
approved. If the Requisition has been approved and the 
Approver makes a change, the Requisition will re-route back 
through Workflow. 

BOR_EP_RA_CHANGELINE Allows the Approver to update the line of the requisition without 
restarting workflow on requisitions that are not fully approved. If 
the Requisition has been approved and the approver makes a 
change, the requisition will re-route back through Workflow. 

BOR_EP_RA_CHANGESCHED Allows the approver to update the schedule of the requisition 
without restarting Workflow on requisitions that are not fully 
approved. If the Requisition has been approved and the 
approver makes a change, the requisition will re-route back 
through Workflow.  

 

Without any of the above role action roles assigned, if an approver updates information on the 

requisition, such as Chartfield information, the requisition will have to be re-routed back through the 

approval levels.  

For your Department and Project Managers, in addition to setting up their security roles and user 

preferences, you also need to setup the Department and Project Chartfields with the correct manager 

User ID.  

Department Manager ID 
In the Department Chartfield, you need to indicate who the Department Manager is. This field is what 

Workflow uses for requisitions. When a requisition is charged to a particular department, Workflow is 

designed to route that requisition to the manager listed on the Chartfield definition.  

²ƘŜƴ ǳǇŘŀǘƛƴƎ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘ /ƘŀǊǘŦƛŜƭŘΣ ȅƻǳ ƴŜŜŘ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ǎǘŀǘǳǎ ƛǎ 

άActiveΦέ !ƭǎƻΣ ȅƻǳ ƴŜŜŘ ǘƻ ōŜ ƛƴ άCorrect Historyέ ƳƻŘŜΦ hƴŎŜ ȅƻǳ ŎƻƳǇƭŜǘŜ ǘƘŜ aŀƴŀƎŜǊ L5 ŦƛŜƭŘΣ ǘƘŜ 

Manager Name field should populate as well, once you tab out of the field. 
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How To: Update a Department Manager ID 

1. In the menu, select Set Up Financials/Supply Chain. 

2. Select Common Definitions. 

3. Select Design Chartfields. 

4. Select Define Values. 

5. Select Chartfield Values. 

6. Select Department. 

7. On the Find an Existing Value page, enter/select the Department ID in the Department field. 

8. Click the Search button. 

9. Select the Department you want to update. 

10. Ensure the Department status is Active.  

11. Click the Correct History button. 

12. Select the Manager ID look up icon. 

13. Enter the last name of the Department Manager in the Last Name field. 

14. Click the Look Up button. 

15. Select the correct User ID for the Department Manager. 

16. Click the Save button.  

Additional Department Managers 
The way Workflow is initially setup, there is only one User ID that you can specify for your Department 
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For each additional approver, you first need to specify the department. Then, you select the User ID of 

the additional approver. To add additional approvers, you can select the Add a New Row button, and 

continue to add the additional approvers for the necessary departments.  

 

 

How To: Update Additional Department Managers 

1. In the menu, select Set Up Financials/Supply Chain. 

2. Select Common Definitions. 

3. Select Design Chartfields. 

4. Select Define Values. 

5. Select Department Approver. 

6. If this is the first time you are adding an additional Department Manager for your institution, 

select the Add a New Value tab. If this is not the first time, select the Find an Existing Value tab. 

7. 9ƴǘŜǊκǎŜƭŜŎǘ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴΩǎ SetID and click Add or Search. 

8. On a blank row, enter/select the Department ID for the Department you want to add an 

additional approver for. 

9. 9ƴǘŜǊκǎŜƭŜŎǘ ǘƘŜ ŀŘŘƛǘƛƻƴŀƭ !ǇǇǊƻǾŜǊΩǎ UserID in the Approver I
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How To: Update a Project Manager ID 

1. In the menu, select Set Up Financials/Supply Chain. 

2. Select Common Definitions. 

3. Select 
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BOR_PO_PROCESS Enables the Buyer to run purchasing processes 

BOR_PO_REPORTS Enables the Buyer to run purchasing reports 

  

BOR_PO_REQ_PROCESS Enables the Buyer to process requisitions thru Purchasing 

BOR_PO_SETUP_CONFIG Enables the Buyer to configure the system for purchasing 

  

BOR_PO_VENDORS_MAINT Enables the Buyer to add or maintain suppliers in the system 

BOR_EP_MAINT_REQ and 
BOR_EP_MAINT_REQ_SCI 

Enables the Requester to edit/track requisitions in the system.  
If your institution is implementing the GeorgiaFIRST 
Marketplace, use BOR_EP_MAINT_REQ_SCI.  
If your institution is not implementing the GeorgiaFIRST 
Marketplace, use BOR_EP_MAINT_REQ.  

BOR_BUYER_APPR Enables the Buyer to approve requisitions, update the 
requisitions, and not restart Workflow 

BOR_CAT_Requester Enables the Buyer to shop and create requisitions in the  
GeorgiaFIRST Marketplace 
 

BOR_PO_APPROVE Enables the Buyer to approve Purchase Orders. 

BOR_PO_BUYER_APPR Enables Purchase order workflow to route purchase orders to 
this buyer.   

 

Buyer Setup 

Much like a Requester must be set up in the system, you must also set up your Buyers in the system 

after you have added their Security roles. After setting up a user as a Buyer, you will then be able to add 

user preferences. 

 

How To: Set Up a Buyer 

1.

1.
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4. Select Purchasing.  

5. Select Buyer Setup. 

6. Select the Add a New Value tab. 

7. Enter the buyer’s User ID in the Buyer field. 

8. Click the Add button. 

9. Ensure the status is set to Active. 

10. In the Department {ŜǘL5 ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴΩǎ {ŜǘL5Φ 

11. If the Buyer only processes transactions for one department, you can enter/select that 

department in the Department field. However, if the Buyer processes transactions for multiple 

departments, leave this field blank. 

12. In the ShipTo SetID ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴΩǎ SetID. 

13. In the ShipTo ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ǘƘƛǎ .ǳȅŜǊΩǎ ŘŜŦŀǳlt Ship To location. 

14. In the Location SetID ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ȅƻǳǊ ƛƴǎǘƛǘǳǘƛƻƴΩǎ SetID. 

15. In the Location ŦƛŜƭŘΣ ŜƴǘŜǊκǎŜƭŜŎǘ ǘƘƛǎ .ǳȅŜǊΩǎ ǇǊƛƳŀǊȅ location. 

16. In the PO Origin SetID field, enter/select SHARE. 

17. In the Origin field, enter/select ONL. 

18. If desired, enter a phone and fax number. 

19. Set the Default PO Status to Pending Approval/Approved. 

20. Click the Save button.  

*Note: If the Buyer will also be creating Requisitions, they must be set up on the Requester Setup Page 
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order at any of the above levels.  This role gives them the page access needed to get to the purchase 

order to approve it.   See Workflow Stage Docs in Appendix B. 

Activity 7:    

Login to F92
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role.  Once the rules are established on a user id, the request build process has to be run, in order for 

the changes to take effect, and the BOR_KK_PROCESSES role contains access to this process.   

Commitment Control, then select Define Budget Security, then select Assign Rule to User ID, then select 

Assign Commitment Control Security Rule to User ID.  ** A user must be tied to an employee id to be 

selected on this page.  Below are the available rules.  They are broken out by module.  Budget Date 

Override by Module, Budget Override by Module, Bypass Budget, and the two new ones with 9.2 are 

BUD_ENTRY(enter budget journals) and BUD_XFER(enter budget transfers only).  If a user needs to be 

able to enter both Budget Journals and budget transfers, they would need BOTH security rules.   

 

Activity 8:    

Login to F92PLAY.gafirst.usg.edu  with your fprod user id and password. 

Use the Buyer User id you created above.  **** Use Activity 1 user id instead 



 

81 
 

subsystem accounting entries, such as Payables), which are posted to the general ledger using a 

collection of accounts, departments and so on. This collection of accounts is often referred to as a chart 

of accounts, which enables companies to classify financial (and statistical) data that is used for analyzing 

and reporting worth and profitability. 
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 ω wŜŎŜƛǾŜ ŀƴŘ ŀǇǇƭȅ ǇŀȅƳŜƴǘǎΦ  

ω aŀƴŀƎŜ ƻǳǘǎǘŀƴŘƛƴƎ ǊŜŎŜƛǾŀōƭŜǎ ŜƴŀōƭƛƴƎ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴ ǘƻ ŎƻƭƭŜŎǘ ƳƻƴŜȅ ǉǳƛŎƪƭȅ 

Currently only USO is using this module.  There are seven security roles for this module, and a few user 

preferences, but no workflow options as delivered by ITS. 

Budget Prep 
Each year, the USG institutions complete the development of their proposed budgets for the upcoming 

fiscal year. This process includes the budgeting of personal services, fringe benefits, and non-personal 

services. The process should conclude with the reconciliation of the budget to the final allocation by the 

Regents and the preparation of summary schedules identified by the Regents. This reconciliation 

process should utilize queries and reports in the financial system.  
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Reminder, each individual may have different job duties.  The above is meant for recommendation only.  

!ŘƧǳǎǘ ǎŜŎǳǊƛǘȅ ǘƻ ƳŜŜǘ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ Ƨƻō ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǿƛǘƘƻǳǘ ƛƴǘǊƻŘǳŎƛƴƎ ǎŜƎǊŜƎŀǘƛƻƴ ƻŦ ŘǳǘƛŜǎ 

issues. 
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Workflow Management 

Many of the daily tasks that you perform are part of larger tasks that involve several steps and 

several people working together.  

For example, when you enter an invoice, you are initiating an approval and payment process: 

someone else reviews and approves it, and a third person submits payment to the vendor. The term 

workflow refers to this larger process.  

Workflow approval enables transactions that are initiated by End Users, to be routed through the 

system to pre-defined Approvers. Each of the Approvers are assigned to a specific workflow 

approval level. As the transaction is passed through each workflow approval level, the Approver is 

responsible for verifying the information on the transaction.  

The actions available to an approver through AF include approve, deny, hold and push pack. 

Transactions can be approved at the header level, line level, or a combination of the two. All 

required approvers must approve the transaction to make the status approved. A denied 

transaction sends the transaction back to the user who submitted it into workflow. For example, if a 

requisition is denied, it will be sent back to the requester.  

Putting a transaction on hold gives the approver time to gather additional information before 

making the choice to approve or deny and gives  others visibility into why a transaction is taking 

longer than anticipated to flow through workflow. Push back functionality allows the approver to 

send the transaction back to the prior approver for additional review. For example, if the approver 

learned of additional information that they believe the first approver was unaware of, they could 

send the transaction back. 
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Tools and Queries 
¢ƘŜǊŜ ŀǊŜ ŀ ŦŜǿ ǘƻƻƭǎ ŀƴŘ ǉǳŜǊƛŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƘŜƭǇ ƛŘŜƴǘƛŦȅ ǿƘŀǘ ŀŎŎŜǎǎ ŀ ǊƻƭŜ ŎƻƴǘŀƛƴǎΦ  [ŜǘΩǎ 

begin by talking about the PT_SEC_ROLE_PAGES.  This query is run by role.   
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It returns menu names, down to page names.  Sometimes this is still hard to distinguish what the Page 

actually is.   

{ƻ ƭŜǘΩǎ ƭƻƻƪ ŀǘ .hwψthw¢![ψt9waL{{Lhb{Υ 
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As you can see above it contains the Portal Label which is much more intuitive.   

These two queries are helpful if you want to see by a specific role.  This query could be modified to 

remove the role prompt, and add run for all delivered roles.   

Another tool that can be used is the Security Matrix for 9.2 that is on our website: 
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Also, as part of fit gap, there were spreadsheets by module, that was sent out that contained business 

processes by module and what 9.2 security role was associated with those business processes: 
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Activity 9:    

You have a request to add security to a user and this user needs to be able to enter a voucher.  

 What role should you give them? ________________________________________________   

Are there any other considerations you need to look at for this user?  If so list them here: 

_____________________________________________________________________________ 

You have another request for a user to be able to Run depreciation on an  asset.   

What role is required?  __________________________________________________________ 

 Are there any other considerations you need to look at for this user?  If so list them here: 

______________________________________________________________________________ 

 

Institution-Specific Job Aids and Forms 
As discuss before, one of the best ways to determine what access your employees need, is to create 

custom security job aids by job fǳƴŎǘƛƻƴǎΦ  L ƘŀǾŜ ƛƴŎƭǳŘŜŘ L¢{Ωǎ ǎŀƳǇƭŜ ƻƴŜǎ ƛƴ !ǇǇŜƴŘƛȄ !Σ ƘƻǿŜǾŜǊΣ ƴƻǘ 

every institution is the same, or is the same size, so job functions will vary across institutions.    Look for 

common job titles at your institution between various departments.  Then if the job duties are the same, 

or even maybe have a few exceptions, document the security for that job duty and note the exception 

roles and preferences.  Then as new hires come along and are placed in those job functions, you will 

have the security assignments documented.   

For instance, some institutions have a directory on their campus website.  This directory lists each 
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security, so they would be a separate job aid.  This will help with Auditing purposes, documentation and 

ease of administration. 
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7) If the person had budget security, remove the commitment control security rules and 

run the request build process. 

Terminated User Query 

Navigation: Reporting Tools > Query > Query Manager > BOR_SEC_TERMINATED_USERS  

This query will return users in the PeopleSoft Financials system that have a user id that is not locked and 

has a termination row in the Job record.   

 

ITS strongly recommends that security administrators query PSOPRDEFN to ensure that the user is not a 

multi-campus user and that the termination row in PS_JOB is for their campus.   

Also, query PS_JOB to ensure that the user is truly terminated.  If so, the security administrators will 

need to lock the account and remove the base role.  This query is meant to be a secondary tool for 

identifying terminated users.  The primary tool would be the source HR system.   

Activity 10:    

Login to fplay using your prod user name and password.   

Go to the Query Manager under Reporting Tools and run the BOR_TERMINATED_USERS_QUERY.  

Then follow the procedures above if you have any results on the query.  Just pick one user. 

 

Current Users 
²ƘŜƴ ŀ ǳǎŜǊΩǎ Ƨƻō ŦǳƴŎǘƛƻƴ ŎƘŀƴƎŜǎΣ ǘƘŜ ǎŜŎǳǊƛǘȅ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǿƛƭƭ ƴŜŜŘ ǘƻ ǳǇŘŀǘŜ ǘƘŜ ǳǎŜǊΩǎ ǎŜŎǳǊƛǘȅ 

ǊŜǉǳŜǎǘ ŦƻǊƳΣ ƎŜǘ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ǳǎŜǊΩǎ ƳŀƴŀƎŜǊΣ ŀƴŘ ŎƘŀƴƎŜ Ƙƛǎ ƻǊ ƘŜǊ ŀŎŎŜǎǎ ǿƛǘƘƛƴ ǘƘŜ 

PeopleSoft Financials system.   

Security administrators are responsible for unlocking user accounts and resetting passwords if they 

expire. 

Documentation and Approvals 
Whether your institution requires a printed copy of a security request form, or you have an electronic 
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Monitoring 
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Activity 11:    

Login to fplay using your prod user name and password.   

Go to the Query Manager under Reporting Tools and run the SEGREGATE_DUTY_BOR query.   

Choose Create Requisition.  

https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/s/WEBLIB_PT_NAV.ISCRIPT1.FieldFormula.IScript_PT_NAV_INFRAME?pt_fname=EPCO_SETUP_FDM_SCM&c=xq0zNgFepWzz3uWlXB0rLcxGPd%2bR1mxf&FolderPath=PORTAL_ROOT_OBJECT.EPCO_SETUP_FDM_SCM&IsFolder=true
https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/s/WEBLIB_PT_NAV.ISCRIPT1.FieldFormula.IScript_PT_NAV_INFRAME?pt_fname=EPCO_COMMON_DEFINITIONS&c=xq0zNgFepWzz3uWlXB0rLcxGPd%2bR1mxf&FolderPath=PORTAL_ROOT_OBJECT.EPCO_SETUP_FDM_SCM.EPCO_COMMON_DEFINITIONS&IsFolder=true
https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/s/WEBLIB_PT_NAV.ISCRIPT1.FieldFormula.IScript_PT_NAV_INFRAME?pt_fname=EPCO_OPERATOR_REPORTS1&c=xq0zNgFepWzz3uWlXB0rLcxGPd%2bR1mxf&FolderPath=PORTAL_ROOT_OBJECT.EPCO_SETUP_FDM_SCM.EPCO_COMMON_DEFINITIONS.EPCO_OPERATOR_REPORTS1&IsFolder=true
https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/s/WEBLIB_PT_NAV.ISCRIPT1.FieldFormula.IScript_PT_NAV_INFRAME?pt_fname=EPCO_OPERATOR_REPORTS1&c=xq0zNgFepWzz3uWlXB0rLcxGPd%2bR1mxf&FolderPath=PORTAL_ROOT_OBJECT.EPCO_SETUP_FDM_SCM.EPCO_COMMON_DEFINITIONS.EPCO_OPERATOR_REPORTS1&IsFolder=true
https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/c/DEFINE_GENERAL_OPTIONS.RUN_FIN0006.GBL?FolderPath=PORTAL_ROOT_OBJECT.EPCO_SETUP_FDM_SCM.EPCO_COMMON_DEFINITIONS.EPCO_OPERATOR_REPORTS1.EP_RUN_FIN0006_GBL&IsFolder=false&IgnoreParamTempl=FolderPath%2cIsFolder
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Activity 12:    

Login to fplay using your prod user name and password.   

Go to the User Preferences Report and run it for ALL Products and for user id noted in activity 11. 

 

 The Commitment Control Security report is located at: BOR Menus > BOR Utilities > BOR Security > 

https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/s/WEBLIB_PT_NAV.ISCRIPT1.FieldFormula.IScript_PT_NAV_INFRAME?pt_fname=BOR_MENUS&c=xq0zNgFepWzz3uWlXB0rLcxGPd%2bR1mxf&FolderPath=PORTAL_ROOT_OBJECT.BOR_MENUS&IsFolder=true
https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/s/WEBLIB_PT_NAV.ISCRIPT1.FieldFormula.IScript_PT_NAV_INFRAME?pt_fname=BOR_UTILITY&c=xq0zNgFepWzz3uWlXB0rLcxGPd%2bR1mxf&FolderPath=PORTAL_ROOT_OBJECT.BOR_MENUS.BOR_UTILITY&IsFolder=true
https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/s/WEBLIB_PT_NAV.ISCRIPT1.FieldFormula.IScript_PT_NAV_INFRAME?pt_fname=BOR_SECURITY&c=xq0zNgFepWzz3uWlXB0rLcxGPd%2bR1mxf&FolderPath=PORTAL_ROOT_OBJECT.BOR_MENUS.BOR_UTILITY.BOR_SECURITY&IsFolder=true
https://fprod.gafirst.usg.edu/psp/fprod/EMPLOYEE/ERP/c/BOR_SECURITY.BOR_RUN_GLX8572.GBL?FolderPath=PORTAL_ROOT_OBJECT.BOR_MENUS.BOR_UTILITY.BOR_SECURITY.BOR_GLX8572_SEC&IsFolder=false&IgnoreParamTempl=FolderPath%2cIsFolder
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Frequently Asked Questions 
 

Q. After a security administrator assigned budget security to a user, that user still didn't have budget 

security access in the system.  Why? 





  

 

APPENDIX A 
Job Aids By Job Function   

All Job Aids are located at:  http://www.usg.edu/gafirst-fin/documentation/job_aids/category/security 

 

Here is a sample: 

http://www.usg.edu/gafirst-fin/documentation/job_aids/category/security
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Appendix B: 
WORKFLOW STAGE DOCUMENTS - THESE WILL BE PLACED ON THE GA FIRST WEBSITE AS WELL.  HERE IS AN EXAMPLE.   
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